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Client Data, the Cloud and NSA 
 Surveillance
by Pete Haskel

seCOnd LOOK

I’ve been speaking a lot lately about 
the ethics of putting client data on the 
cloud.  But the recently-disclosed 
national Security Administration 
(nSA) surveillance programs put a 
whole new slant on this issue.

The Cloud” is shorthand for 
housing data, programs, 
security, or other computer or 

networks services on remote servers 
— outsourcing some or all aspects of 
computer functions.1

The debate over whether lawyers can 
ethically house client data on the cloud 
is heated and unsettled (not to mention 
unsettling).  The ABA has collected 
relevant state ethics opinions.2  State 
ethics opinions generally permit lawyers 
to use the cloud to store client data as 
long as the lawyer makes reasonable 
eff orts to prevent the inadvertent 
or unauthorized disclosure of, or 
unauthorized access to, information 
relating to the representation of a 
client (the Model Rules of Professional 
Responsibility formulation for attorney’s 
level of care to protect confi dential 
client information3) unless the 
client prohibits using the cloud.4  In 
addition, many state ethics opinions 
add signifi cant, sometimes onerous, 
and oft en ambiguous, cautions and 
mandates, such as requiring scrutiny 
of the cloud provider’s terms of use for 
“enforceable”5 contract provisions as to 
confi dentiality and security,6 making 
the lawyer keep abreast of relevant 
technology developments,7 and/or 
consider enumerated factual and legal 
issues in engaging a cloud provider.8  
Even aft er making lawyers jump through 

such hoops several opinions caution to 
the eff ect that, “As technology advances 
occur, lawyers should periodically 
review security measures in place to 
ensure that they still reasonably protect 
the security and confi dentiality of the 
clients’ documents and information. . 
. .”9  In addition, the ABA in August 
2012 amended a comment on the ABA 
rule on attorney competence that would 
require, that a lawyer’s duty to keep up 
with changes in the law includes keeping 
abreast of changes in “the benefi ts 
and risks associated with relevant 
technology.”10

But none of these cloud-centric 
ethics opinions detract from the 
fundamental principle that the attorney 
must use reasonable eff orts to prevent 
the inadvertent or unauthorized 
disclosure of, or unauthorized access 
to, information relating to the 
representation of a client; and the 
unavoidable corollary of this standard:  
If the lawyer has reason to know that 
a course of conduct unreasonably risks 
unauthorized disclosure of confi dential 
client information, the lawyer should not 
engage in such conduct11 (at least not 
without the client’s informed consent).

This brings us to the NSA surveillance.  
The extent of the surveillance may never 
be fully disclosed to the public, but as 
of now, we have been told in the media 
that NSA routinely obtains almost all 
data from within the U.S. that is posted 
on servers maintained by Microsoft , 
Yahoo, Google, YouTube, Facebook, 
Skype, AOL (are they still around?), 
and Apple, and we must assume other 
providers as well.12  Maybe not all of 
them, but most of those servers are 

cloud servers.  As far as I am concerned, 
this means that lawyers must assume 
that any client data that they put on the 
cloud will be collected by NSA.13  Indeed, 
as depressing as this may be, I believe it 
to be only prudent to assume that any 
telephone, text, email or other Internet 
communication is being intercepted and 
collected (though not necessarily read 
yet) by some national security intelligence 
program.14

I have seen several recent articles 
purporting to provide NSA-proof 
methods of email transmission or Internet 
posting.15  But I have no confi dence that 
anything short of going off -line would 
work.16  Indeed, there is some indication 
that taking countermeasures against 
NSA interception might actually make it 
more likely that NSA will preserve one’s 
information.17

So where does that leave us about 
deciding whether to put client data 
in the cloud?  There are two separate 
considerations. 

The easiest issue to address is 
the need to choose an applicable 
standard for deciding if using the 
cloud for client data waives virtually 
all privileges as to such data in light of 
our knowledge of pervasive national 
security interceptions.18  Courts could 
simply adopt the legal fi ction that 
national security data gathering will not 
be considered in determining whether 
exposure of privilege information to 
outsiders waives the privilege.  This 
makes some sense since that approach 
(i) might be workable and (ii) the party 
trying to protect a privilege against 
waiver is never going to be able to get all 
intelligence agencies to deny interception 
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and the party trying to prove waiver 
is never going the get any intelligence 
agency to admit interception, so we 
might as well ignore the problem for 
privilege waiver purposes. Or courts 
might adopt a privilege for data in the 
cloud.19 A third alternative is that we all 
spend the rest of our careers litigating 
privilege waivers for data that was put 
on the cloud.  A final alternative is that 
lawyers abandon the Internet (including 
VoIP telephony and email) and go back 
to couriers, carrier pigeons, and (maybe, 
I am not at all sure about this) faxes and 
plain old telephone service.

Now back to the second consideration, 
the ostensible topic of this article:  What 
is our ethical duty for use of the cloud 
for client data given what we know about 
national security information?  That 
debate is just starting.  I do not pretend to 
have any definitive answers.  

But I do have some suggestions:
First, foremost, and always: 

communicate with the client (maybe we’d 
better do that in person and not via the 
cloud?) about the risks of communicating 
in the cloud.  For local government 
lawyers I think it is safe to say that there 
is no major risk involving disclosure 
due to NSA intelligence gathering — 
NSA does not generally care about 
local governments. NSA might collect 
information placed in the cloud by local 
governments but will be unlikely to read 
it.  But there are real risks of hacking and 
other security breaches in the ordinary 
course of using the cloud and electronic 
communications generally (and this is a 
good opportunity to counsel your client 
about them), and a real risk of privilege 
waiver from cloud use depending on how 
the law evolves on this issue.

Second, after fully advising your client, 
work together to establish parameters for 
cloud use involving client data.  These 
may range from “go for it” to “never,” but 
probably will settle somewhere between 
those extremes.

Third, suggest that your client with the 
lawyer’s assistance, explore alternatives to 
using the cloud for information storage 
and communications.   This includes 
special precautions for using the cloud, 
such as special encryption protocols, 
encoded communications, or limiting use 

to specified personnel.  Your client may 
decide that the available alternatives are 
too inconvenient or expensive, or entail 
equivalent risks without sufficient benefits.  
Possibly the client will decide to use 
alternatives only in special, highly sensitive, 
situations.  But we owe it to our clients to 
suggest that this issue be addressed.
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amicus brief in this case.   
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